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1. Overview

emBridge is a client tool for certificate management used across most popular desktop operating systems. It exposes
several REST APIs that allow certificates on a client system to be used by various browsers and client application
integrations.

This document provides a step-by-step overview of the process of installing emBridge on the Windows operating
system, along with the checks required to confirm that the installation is working correctly.

emBridge is a product of eMudhra Limited. This guide has been prepared and issued by EncurelT Systems Private Limited for the
use of its customers.
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2. Installation Prerequisites

This document assumes that the following prerequisites are in place:

o emBridge is installed on the local client system and the service is running.

e The Windows operating system and version are supported, as listed in Table 1 below.

OS Version
Windows Client 7 SP2+, 8.1
Windows 10 Client Version 1607+
Windows Server 2008 R2 SP1+

Table 1
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3. Installation Procedure

The following is a step-by-step guide to installing emBridge.

Step 1: Download emBridge.exe from https://www.encureit.com/service/embridge

Install emBridge with administrator rights. Run the emBridge.exe file and follow the steps below.

Step 2: Select the check box to add a desktop shortcut, then click the Next button as shown in Figure 1.

iS5 setup - emBridge = x

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing emBridge,
then dick Next,

Additional shortout:

iﬁ:reat& a desktop shortout

Figure 1

Step 3: Click the Install button as shown in Figure 2.

iS5 Setup - emBridge - x

Ready to Install
Setup is now ready to begin installing emBridge on your computer,

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Additional tasks:
Additional shortcut:
Create a desktop shortcut

\

< Back Install Cancel

Figure 2

Step 4: On clicking the Next button as shown in Figure 3, the installer stops the running emBridge service,
uninstalls any previous installation, and automatically installs the updated version.


https://www.encureit.com/service/embridge
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i5 setup - emBridge — *

Preparing to Install
Setup is preparing to install emBridge on your computer.

Q The following applications are using files that need to be updated by Setup. Itis
recommended that you allow Setup to automatically dose these applications.
After the installation has completed, Setup will attempt to restart the
applications.

emBridge
emBridge Service

(®) Automatically dose the applications
(C) Do not dose the applications

< Back Cancel

Figure 3

Step 5: Once emBridge has been successfully installed on your PC, click the Finish button to complete the
installation as shown in Figure 4.

EJ Setup - emBridge =

Completing the emBridge Setup
Wizard

Setup has finished instaling emBridge on your computer. The
application may be launched by selecting the installed
shortout,

Click Finish to exit Setup.

Figure 4

Step 6: Launch the emBridge application by clicking the icon as shown in Figure 5, to check its running status.
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6"

emBridge

Figure 5

Step 7: Click the Refresh button to restart emBridge as shown in Figure 6.

emBridge - v5.6.7.2

eMudhra Limited

Trust Delivered www.emudhra.com

emBridge Service

Version 5.6.7.2 v

© eMudhra Limited v 4
All rights reserved,

Supported Biometric Devices

EnterSafe ePass2003

eToken Base Cryptographic Provider
mToken CryptolD SCP

TRUST KEY CSP

PROXKey CSP India

Bitdid Universal Middleware Provider

Warning: This is a protected computer program. Unauthorized reproduction or
distribution of this program, or any portion of it, is not allowed.

This application uses external libraries / services of individual device manufacturers,

eMudhra does not take any ownership or liability of any errqgs or concerns arised by
such dependencies,

Service Status:  Running Hide

Figure 6
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4. Testing the Installation

After the software has been installed successfully, the installation can be tested as described below.

. Type the URL https://localhost.emudhra.com:26769 in a web browser. If the URL resolves as shown in Figure 7,
emBridge is running on the PC.

¢ @ 8 locahostemudhra.com:26769 % 0 e :

This XML file does not appear to have any style information assoctated with . The document tree s shown below.

V<Errory
¥{Message>
No HTTP resource was found that matches the request URT 'https://localhost.emudhra. com: 26769/ .
< fessager
{MessageDetailsNo route data was found for this request.</MessageDetail>
<[Errory

Figure 7

Il. If connected tokens or certificates are not listed, follow the steps below:
o Open the Run app, or use the shortcut key Windows + R.
o Type cmd in the Run application.

o Type services.msc in Cmd and click OK as shown in Figure 8.

Dacuments L Palycam puth
for Class 3 AUthonzatits EealPrezen™

Type the name of a proegram, felder, document, or Internet
resource, and Windows will open it for you.

| cEenvices.msc

I I Cancel

A Type here to search

Figure 8

« In Services, select emBridge and right-click on emBridge Service to stop the service as shown in Figure 9.


https://localhost.emudhra.com:26769/
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G4 Services

File Action View Help

&9 |FE = HE »enw
<. Services (Local)  Services (Local)

3

emBridge Service Name Description Status Startup Type Log On As

) &), eCM Service €CM Service Manual Local Syste...
S‘fw L il &) eCM Servicev eCM Servicev Manual Local Syste...
Restart the service

&), embeddedmode Embedded ... Manual (Trig... Local Syste...

& emBridge S.. Running  Automatic Local Syste...

Description: &) emMysQL s Running  Automatic Local Syste...
emEridge Sevice. h eMudhralT Stop eMudhralT ... Automatic  Local Syste..
&), Encrypting File Pause Providesth.. Running Automatic (T... Local Syste...

&) Enterprise App T Enables ent... Manual Local Syste...

\’_;"t ETOKSRV Restart eToken PKl .. Running Automatic Local Syste...

&l Extensible Autt The Extensi... Manual Local Syste...

Q; Fax All Tasks > | Enablesyou... Manual Network S...

GyFile History Ser o Protects use... Manual (Trig... Local Syste...

&) Forcepoint Enc Disabled Local Syste...

&) Fppsve Properties Running  Automatic Local Syste...
f,;); Function Discc Help The FDPHO... Manual Local Service
& Function DiSCC . ymemmmemmsemmsemmmemeed.  PUDblishes th... Manual Local Service

Figure 9

o Go to the path C:\Windows\System32\drivers\etc and edit the file hosts. Insert the new line given below
and save the file, as shown in Figures 10 and 11.

4o ThisPC > Local Disk (C) » Windows » System32 » drivers vl Searchdri. p
30 Objects A Name Date modified Type Size A
I Descp DriverData File folder
E] Documents en-US File folder
& Dovnloads e Filefolder

Figure 10

127.0.0.1 localhost.emudhra.com

| hosts - Notepad
File Edit Format View Help
b Copyright (c) 1993-2809 Microsoft Corp.

This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

This file contains the mappings of IP addresses to host names. Each
entry should be kept on an individual line. The IP address should

be placed in the first column followed by the corresponding host name.
The IP address and the host name should be separated by at least one
space.

Additionally, comments (such as these) may be inserted on individual
lines or following the machine name denoted by a '#' symbol.

For example:

182.54.94.97 rhino.acme.com # source server
38.25.63.180 X.acme.com # x client host

St o3k Sk Gk e a4k 3k Sk oAk e odk ko o4k o

+

localhost name resolution is handled within DNS itself.
1 1 localh hr om

# £ localhost

Figure 11

Ill. Start the emBridge service as shown in Figure 12.
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& Services

File Action View Help

= H N T

‘emBridge Service

Start the service

Description:
emBridge Service.

~
Name

@ eCM Service

32‘ eCM Servicev

) embeddedmode
*Y emBridge Service
G emMysaL

&k eMudhralT

G} Encrypting File Systen
& Enterprise App Manac
)L ETOKSRV

\9}; Extensible Authentica:
3.?‘ Fax

;5} File History Service
1@, Forcepoint Endpoint ¢
G Fppsve

&} Function Discovery Pt

e dhra IT .
Pause ides th...
Resume les ent...
Restart en PKI ...
Extensi...
All Tasks > blesyou...
Feren lects use...
Properties
Help FDPHO...

& Function Discovery Rtswurcewammesmeomwadlishes th...

Status Startup Type
Manual
Manual
Manual (Tri
Automatic
Automatic
Automatic
Automatic (T...
Manual
Automatic
Manual

Running

Running

Running

Manual
Manual (Trig...
Disabled
Automatic
Manual

Running

Manual

[ sevicsstocr

Description

Log On As
Local Syste...
Local Syste...

Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Network S...

Local Syste...
Local Syste...
Local Syste...
Local Service
Local Service

Figure 12
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5. Installation Complete

emBridge is now installed and running on your Windows system. Before you begin using it, confirm the following:

o The emBridge application launches from the desktop shortcut or Start menu.

e The service status shown in the emBridge window reads Running.

e The URL https://localhost.emudhra.com:26769 resolves in your browser.

e Your connected token or certificate is detected and listed by the application.

Website: https://www.encureit.com

emBridge downloads: https://www.encureit.com/service/embridge

Thank you for choosing EncurelT.
emBridge is a product of eMudhra Limited.
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